LECTURE 14  March 6"

2025

PART IT Funcdomental ®uartum Algori'bhm.s

RECAP

Period - f:nd;ng

‘l?)dagl RSA & Shor's Fuctoring ﬁlgoﬂ{:hm

over 'm-l-,egers

§: Z — COLORS
zcylaacveacy
) eviod ’
P<N
Goal :  Given Query access Yo . ComFlrl:e the Perfod P
Last time  Truncabe te lisk o Q = N” elements
Then, we saw o. quantvm subvoutine that gives us "tloes” abaut e pexod
Key insighl: behind this was that Quartom Fourier Thansform can extvack
“clues” abous the Pe_n‘od
How did this work ?
* if the function mod Q was exactly periodic :p divides Q
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- Sy — Also an integer
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then the quantum subvovtine ovtputs a vandom mottiple of -.= R
Eg. SR, WOR ,20R, 3R, ...
35,49, -
This list and Q is known +o the algor;ﬁm bot not- P
But o we take GCD of all these numbers we can fl'gmre_
ovt R oand hence p with high Probability
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* if the function is almost - periodic: p does ot divide &
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“Then the last ‘.Pl'ece may not be. CO‘mP\t’Ef—
Bub the lenpth of each piece & p <N <JQ ,s0 this last piece

is much smaller than the length of the array
"Y'\'l'ﬁg(.‘(

Now, we will mosﬂy see COnStructive in‘tﬁvffevence rf k = neavcst—l‘nt&gcr( rnolh'Ple of %)

(when & s

hok 0\1’ ‘mlcegu) and  destructive ih%evference ij: k # neamg{;.fntegcf( rnol’n'Ple of g)
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Bus'\cquy , conshructive ihtevfevz_me ocedrs because -
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where

we sum over complex values e
& €=~0 so the values are close +o 1

destvuetive th:ujce(ence OCco7s laecause aE’ain the valves almoct cancel out
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F we plot log,| it now looks like (this s what maliers for meacurement )
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If] Lz‘%] L LP] «— notation means nedrest integer
mumﬂt
If wWe measure with \—\(gh Probal:;);ty we wil] ouiFu{' an integer b = Ll,% '

Final thing that vemains to do : if we get b = 11 Q'] b, 1 ] L’~3 ]
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Let us divide ev&vyl:hfng by Q & dssome that the algofi’chm OLUCP(LB vational numbers

Both known — by, ba ___ br
& Q R

to algorithm
is close to the vational outpet of

- U
P

“Then, % = %1_—% where \Els\%_a
the algo'(;‘thhw
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Bot theve are inf(nite(y many such vatonals ! How do we find the ohe we ave loo\dng— for ¢

Note “The vational we are loo\dng j?nf has a small denowingter Pﬁ N[}

—

How man\/ such rotionals ave there T Jusk one |
most” be gt least L apart
Q

Clc\\‘m, Any two froctions with dendmneter < ;_:___
Q

v\n«\/? o ke| _ Wpa-depd S A
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So, % s 4he uniq/ue, fraction with denominotor < Q that is \;'D—-Q close. to

e, knhown votio b
X

This can be found osing a dassical method called “continved frackons'

We will explain contined  fractions  with an axqmFIe
E.g_ 0-2S009 = 25001 _ ! = l
100000 | ©O000 0 3+ 24334
2500] 2600
_ l _ . 1L _ 4
3+ L - 3+ L 3+1 4
2500\ 1+ 4
24997 2499%
This  converges very ctuiddy to the correct rationgl and we can find _IP_*_
or A
ap,

But we still don't know whether the actval vatio came from ﬁf: o1 2
‘ 2p.



One can solye -his by Q sim\‘lqr trick we saw before
In particdor, # 4urns out that :

The least common rnul-l;\‘)o)e of p's is the w‘ght valve with hn‘gl-, Pvabab)'){ty 8

Now, on to the main topic : How do we use penod andl‘ngz to :{‘ac{-or ih’cegers !
Fivst, et & stavt with some motivatdn about why we waht +o fac’cor lavg& inJcegn?m

“The motivobion is 4he RSA nyptos«/stem

RSA Cryptosystem Ancther wn‘ddy-daplo\/ed cryptosystem
' is D?f-ﬁe-Hel\mqn invehted i (9728

This was invented by Rivest, Shamir & Adleman in 1977
Widely uvsed {a practice and enables poblie-key encrypiion , digttal signatores, ..
How does it work '

Suppose  yoo want i sind o secret message (Such as a credit card number) to Amazon

Now you ond Amazmon haveh’t ag*eeg\ to a secret ke_y , So how can yov do 1t so that
no advcvsa\/)l cah decode Yoor mess age bot Amazon can

+ Amozon genevates two large prime hombers P g, set N=pg,
vandom prime number e e {1, ..., cp-nCq-1]
Computes an in’cegev d such that de =1 med (p-)(g-))
* Amazon ‘:u\o\\‘she_s poblic key =(eN) for everjone t» see
ond keePs Secret key = d hidden
* Now, f you want to send o message x €{1, ..., N-1} o Amazon

your browser Sends = x® mod N (e,N) is pobhic



To decodr, Amaion com‘)o’c& ' = Qxc)d mod N
= x4¢ mod N
= o mod N by Fermad’s  Little “Theovem
Now Amazon knows yoor credt cavd number
© Why can’t on adversary decode m as well 7
A They don't have d !
But Ef %hey covld chd:of N = P9 they covld quro{:t l|t' ancdl break c,fypbosys%:ems
This is w\'\y -ﬁxcto'ﬂ'ng is such an frn)Dof’carrt }:roblem
Factoring”  Given N=p.q,  where p and g ae primes [ <— if we can sohe this as,

we cah also facfor otheyr
find p.q rombers as well

Tvwial Algf]’chrn: check all numbers 1,2 . IN 4o see if -H-\ey divide N

!

log N ‘
bme = IN= 2 2 where lOgr\l-’ #bits i N

If N=1w024 s (s 2256 which would 4ake billions of yeqrs

\ Qogm)'™® e
Sleve - based Ngonthm tokes Hme 2 which is still lumc’ncal onless you

hawve hogc amoont of— Yesouveres

Bob (f we have 204p -bit Integers E_vevyﬂ'\ingf we have ic iumcﬁcql even ofter SO yeaxs

of efforts !

Shor's Factoring A‘gori‘br\m < One of the most \‘m[)o(’catrl: de.ve(o))mcn%: in quan’wm Comfotl‘ng

Tnvented by Peter Shor in (993 {:akl'ng insPimtion from Simon's Pr\g'od’rhm

[KEY IDEAJ Redvce to pcn‘oc\-ﬁ‘nd\‘hg / ovder- f\’ndingr Ovey Ihtepers o get Clues” aboot factore

Use classical post- Processing' {0 extract factors

Key point 40 vemember is that in Perfod-ﬁndn‘ng, we are giveh query access
to o fonction bot we can imrlement this query access very eﬁltl'e_nﬂy for
this problem of order finding



Redocing' Factoring to Order finding  Inpot : N

- Pick a vandom nvmber a € {1,2, ...N-1]

- If Ggep(o N)#1 = e have found a fackor (Athoogh this is very unh'kely )

L If 6ep(aN)=1 = compite the order of x mod N, call 1
by invoking the ovder- finding- sobroutine

Ordey Fl‘ndl‘ng Find smal\est ih’cege\' vy st. @ =1 mad N

Bastally , the  Fonction fx) = a” mod N is periodic

1 = @’ mod N
~ =a mod N

=dfmod N
1 = o mod N

+ If * is odd, we ch&at the above
. D’Cherwise) riseven & X -1 =0 mod N

& (%724) (x"*-1) =0 mod N
———

=Q =b
Y \ .
I 1 4 % /",1 Ore. mu\“ﬂ?\es of N, re]:ea)g again

Otherwise , we geb locky since ab=hN = hpq,

Shce b are hot moltples of N, compoting 6CD(a/N) or GCD(b,N)
will give o nontrivial  divisor of N

Needs O (log N Uates

How far away is Shor's Algovithm ?

Pvac_’c\‘cally, {ar ]factorfng/ 2048- hit number ,we heed 4096 (deq| q,ubl‘{:s
which needs 20 million hoisy qubrts with overhead for error covreckion

|

Total bme = & hours

BM / Goog\e(e’cc. have a roadrnq? to 1 million q,obl‘ts by 2030



What will veplace RSA ?

Diffie - Hellman 7 Also, broken by Sher’s a(gof[thm
Which can be gcneraﬁiecl ts any abelian groop

NIST (Natioral Instute for Standavds & ‘[échhology) just concluded a
molti-year comPeﬁ'Hon to find @ Fos{- quantom c,r\/P{:O.system t0 rePche RSA

you dont have a Quantym c_omPcher
bot your aduersqry does

The winnexs are ...

1. Cv\/sta\s - KUBER — For enhcryption

2. Orystals - Dilfthiom

3. FALCON } — For dig\'ta( S{gnatres
4. SPHINCS +

Fivst three ove based on |aftices , wheve the goa] is £o find short /clese vectors
ih o hiph dimensional lattice

Tt is believed that short/close vector onble_ms ave hard even for quantum cam})u’cefs

The evidence for this is not condusive & it will take +ime +o bold confidence
th these hew cryptosystems

In fact, SPHINCS + , Which wos bosed on eIIiP-h‘c CUrves (s a(reaclu/ broken by
clossieq] wmfutws!



